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Survey Equipment

. ™ 1C82
* Nemo-Handy
- Nemo Outdoor
* Sagem
*  Blackfin I/11
* QORC Autonomous
* DRT 1101B
* DRT 1183B
* DRT 1201C
* DRT 1301C
* DRT 130183
* DRT 4411B
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1CS2 |

Capabilities
Description: Integrated Collection System
«Cellular Survey Tool
«55M and CDMMA
*Combines scanning receiver and computer into
a single device
*Capable of being operated remotely
«AC, BC, or battery gperation

Limitations & Planning Factors Vendor: QRC Technologies
s[rata Inggin:::c:i E;;ﬂ:’-‘:l::?c;::::- M‘F’E: GSM, CDMA{BH nd class D, 1
| *Designed for Mobile o Fixed Operation and 5) WCDMA,
| vSoltware upgradable, with ability to add addition BOIP:
| protocnls .
vWsight: 9 [bs Cost: $195,000.00

sEach protocol can he activated individualby or

simuitaneousliy A I G dF c d di
sReguires laptop for remote desktaop application for raval: Groin orce Lommander pendiing

connection tn survey device designation of target
« Battery provides =4 hours of operation
* Hequires Decode Fro 4 Software

SECRET ff NOFOFN
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Nemo Handy (N95)

-----------------

" Capabilities

Description:

e Cellular Survey Tool for testing mobile
applications Qo5/Q0E and measuring the air
interface of EGSM/ GPRS/ EDGE/ WCDMA/
HSDPAS WI-Fi 802.11/e wireless networks. It is
complete with voice and video streaming quality
MOS testing, cell and timeslot testing, and full
application level metrics on voice and video calls.

Limitations & Planning Factors Vendor:
g _Fi;ﬁu-Handx Equipment Specifics: Protocols: HSDPA/WCDMA 2100,
» Can only record one network 2t a time GEM/EGSM/GPRS/EGPRS 850/ 900/ 1800/
= Easy to conceal, although H5 is not typical 1900
sizefeshapa BOIP:
* When the program is running, easy to see I

Cost: approx 511,500.00

an the HS screen
= Does not give extended BA list ,
NN | annrovate Titean

SECRET /f NOFDRN

Nemo Outdoor l

CAPABILITIES
..... £ | =cCellular Survey Tool
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sSystem includes
=2 G5M HS —
*1 COMA HS T
+1 TDMA HS
+fszsorted Scanners
+«GP5 Recelver
+ Records celiular infermation for downlozad to MEMO
Analyre
+ {an hook DT scanners to laptop for simultansous
recording of numerous networks

LIMITATIONS & PLANNING FACTORS VENDOR:

Nemo Outdoor Equipment Speacifics: PROTOCOLS: 900Mhz, 1800, B50, 1900,
s Must be hooked to a laptop CoMA
= Lising entire system can be cumbersome and BOIP:

difficult to conceal COST: Approx $80,000.00
s Does not give extended BA list ] T

s Capable of running simultanzous multiple APPROVAL AUTHORITY FOR USE: Title 10

protocol survey
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Sagem OT488, 498

Capabilities

4 Seruicia GoB is b 4 Description:
SCCh  EED BEIC IR =Callular Survey Tool Cellular Survey Tool for
i +12 P“ . ;; measuring the air interface of GSM/ EGSM/
- R a GPRS wireless networks.
= R 5 0
po L | O BRI 5
b | ZiTES
s nIn sEF T

Limitations & Planning Factors Vendor:

o Protocols: 850, 900, 1800, and 1900Mhz
Sagem Equipment Specifics: g
+Can onlv record one network at a time EQE" Part of MHT systems

19.12.2015 08:39
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*Easy to conceal when not hooked to laptop
=\When the program is running, easy to see
on the HS screen

sDioes not give exiended BA list

SECRET // WOFDRN

https://theintercept.com/document/2015/12/17/government-cellp...
Cost: approx 510,000.00

Approval: Title 10

Blackfin /1l

Capabilities
Description: BLACKFIN 1| adds more performance and
capahility to the Blackfin system while keeping the same
compact package. BF |l is designed to body worn or
packaged for concealed missions. Can be discretely
configured and controlled via blue tooth with the Mobile
controller. Guad Band interrogatar that can canduet
passive monitoring, survey, interception of G5M voice and
SMS of a preloaded target lists, blanketed or targeted
denial of service, and gea a given G5M handset.

Limitations & Planning Factors

Blackfin Equipment Specifics:
+ Supported Bands: Model A [200/1500WHz]
= Maodel B [300/1900MHz)
= Low power for battery operation
* USB or Bluetooth connection ~
* fMabile controller provides limited control
= 5.7 hour hattery life

SECRET /¢ NOFQRHN

Vendor: Harris Corporation Wireless
Products Group
Protocols: GSM 850, 900, 1800, 1300

QIP:
Cost: $75,000.00

o)

Approval: Title 10

19.12.2015 08:39
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QRC Autonomous/ Lighthouse ‘

Capahilities
Description: QRC Autonomous is a wireless analyzer
designed for wireless netwerk data collection on
G5M netwarks. It automatically detects control
channa! activity and logs System (G5, 802.11, etc.)
information. It reguires no camputer during the

g : collection phase and iz designed so that literally
oL IR anyone can callect data and canduct analysis upan
;i retrieval.
Limitations & Planning Factors Vendor: QRC Technologies
QRC Autenomeus Equiprment Spacifics: Protocols: GSM (Multi-Protocol), CDMA-
GSh US 800,/1900MHz, G5M European 2000
S00/1800MHz, COMA-2000 850/1900MHz BOIP:
= Complete Decoding/Encoding of Control —_—
Channel Meassages Cost: $35,995.00
+ Software upgradeakls
* Internal GRS ;e
- Mapping Approval: Title 10

* Data Lopging on Removable CF Card

. ed Design; Etharnet enabied
Rugg SiE ; _____E‘—___I
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DRT 1101B

Capabilities
Descripton: The DRT 11018 provides a compact, vat
powerful, surveillance capakility against a variety of
analog and digital wireless standards. The DRT1101B
can be configured to suppert DOF. digital voice
interceptfrecording, supports target lists of up io
10,000 entries, and has a flexible tuner canfiguration
which provides frequency coverage of all bands of
interest. Up to four tuners can be incorporated in

unit.
Limitations & Planning Factors Vendor: Digital Receiver Technologies
' R e _| Protocols: Multi-protocol
‘ Tdaxltewiin Nerntiat 5 FrieqUancy Civarage: BOIP:
e e L A3 BHT - 22T
| stan Cost: $78,850.00
| Compailble won: drodees 2000 X5 T ——
Augic Cutause: {
fietin e e AP Approval; Title 10/ 50
e ey e
o ..:m.f-:‘ff.u'lﬂﬂ#-xr:a st NN v
Etheret miarlaoe,
Lkl Grapaaad Usar wlerzss (6l h
Irlegranes: specl i DTS e RV L BN
e = DATED: 1 Wiay 200
SECRET /i NOFCRM CECLASSIFY OGN {7 January 2034

o T LR SR e |
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Capabilities
Description: The DRT 1183 provides a powerful
surveillance capability against a variety of analog
and digital wirgless standards. The DRT1183 can be
configured to support DF, digital voice
interceptfracording, supports target lists of up to
10,000 entries, and has a flexible tuner configuration
which provides frequency coverape of all bands of
interest. Up to four tuners can be incorporated in

unit.
Limitations & Planning Factors Vendor: Digital Receiver Technologies
DRT 11238 Equipment Speclfics: Protocols: Multi-protocol
+ Flexlble tuner ronfipuration provides frequency coverape EDIP:
af all band= of intorest. R
| = RFT3: Dual channal transceivar VHF/UHF coverage from 2- Cost:

| 2000 MHz; HF from 0.5 - 32 MH:z
+ HFTL: High perfarmancee HF receiver from 0.2-30 MHz
= MIUTL: Microwave receiver from 0h2-8.5 GHz AEErﬂUﬂll T‘iﬂe 1[]}‘ 50
* FPGA based Wirekess Processer, WM 2, enable: wideband
signzl processing. Can also generate a 32+ narrowhband

alpnals

-

-ERIVED FROPA:
X L Way 2006

ECFASSIFY UM 117 kemuary X234

on

SECRET /f MOEGRN L
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DRT 1201€

Capabilities
Description: The DRT 1201C provides a compact, yet
powerful, surveillance capability against a variety of
analog and digital wireless standards. The DRT1201C
can ba configured to support DF, digital volce
interceptfrecording, suppeorts target lists of up to
10,000 entries, and has a Aexible tuner configuration
which provides frequency coverage of all bands of
interast. Up to four tuners can be incorporatedin

nmik

19.12.2015 08:39



The Intercept https://theintercept.com/document/2015/12/17/government-cellp...

[*TYTE™

Limitations Sﬁ'lanning Factors

DRT 1201¢ Faulpnreitt Sracifies | Vendor: Digital Receiver Technologies =
* Menltars up to 5444+ half-duplex channels [324 channels per | Prﬂtﬂﬂﬂls: Mu‘ti*prﬂtﬂcu‘
WPM3}. N =
» Sottware confipurable to procese varicus wiraless standards, BO' P:
+ Processes multiple fonmats simultaneoush. Eﬂst'

* DF option availakble.

+ Flexible tuner conflguration provides frequency coverage of all
bands af intenest.

* BFTS: Dual channel transceiver YHE/UHF coverage from 2-3000 ﬂ.EEI’DUHh Title Iﬂf 50
MHz; HF from 0.5 - 32 MHz

= HFT1: High performance HF receiver from 0.2-30 MHz |
= MUTL Misrowave roceiver fram 0.2-E.5 GHz |
* FPG A based Wireless Procassor, WRM2, enables wideband |
signal processing, Can also generate 22+ narrewband signals.

SECRET /f NOFORN

DRT 1301C

Capabhilities
Description: The DRT 1301C provides a
miniature, yet powerful, surveillance capability
against a variety of analog and digital wireless
standards. It extends the capabilities of previous
DRT systems. It incorporates advanced passive
caoling technology eliminating the need fora
noisy fan.

]

Limitations & Planning Factors " Vendor: Digital Receiver Technoelogies
| DRT 1301¢ Equipment Specilles: Protocols: Multi-protocol
| » Software configurable to process vanous wireless PRI
| standards. Processes multiple forrmats simultaneousky. BO" P:

= DF ppton available. | 5

* INMARSAT software 15 avaliable % 51[}31(
* Provided expanded frequency coverage and
bandwidth

= Designed for harsh emviranments

= & full Duplax or 16 half duplex comversations
simulaneosusly

= 30 MHz o 3000 WMHz

2 IhPalAldr 10 E maismsle i T rRORE

9 von 55 19.12.2015 08:39
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DRT 1301B3

Capabilities
Description: The DRT 130183 provides smaller/rugged
survelllance capability against a greater variety of
analog and digitsl wireless standardsthan the
DRT1101R, The DRT130183 can be configured to
support DF, digital voice intercept/recarding, supports
target lists of up to 10,000 enfries and incorporates
higher performance cantrol processors for increased
processing speed and faster boottimes.,

Limitations & Planning Factors Vendor: Digital Receiver Technologies
DAT 1301B3 Equipment Spacifics: Protocols: Multi-protocol
= Processing/ Monitoring of up to 24 channels. BOP:
= Dual Wideband RF Tuners provide freguency | e
coverage of all wireless bands of interest {20-1150 | Cost: 5100K
KiHz, 1429-2500 MHz)
+ Auto-configuration mode facifitates setup of unit i
recognizes and decodes all control and traffic Approval: Title 10/ 50
messages

v 5mall sze and light weight
& Low holse signature
st Low power requirament

10 von 55 19.12.2015 08:39
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DRT 44118

Capabilities
Description: The DRT 4411R is a miniature receiving
system that provides powerful electronic surveillance
capability againsta variety of analog and digital wireless
standards, Utilizing the latest in digital signal processing
[DSP) and micro-processor technology.

Limitations & Planning Factors Vendor: Digital Receiver Technologies
DRT4411B Eguipment Specifics: Protocols: 2 MHz —3 GHz

+ RESTRICTED SYSTEM

+ Emall size and light weight and quist Eﬂi
*  Low nolsesignature On Hand: 2
=  Low powerrequirement EE}St: $¢EK

Approval: Title 10/ 50

DERNED FRCRY:
OATED: D1 May 2006
SECRET /! NOFORM DECLASSIFY QM 07 lanuary 2054
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Fixed Wing Geo-Location {Manned])

Garuda (G-Box}
Carmani &l
Typhon
Windjammer
Radiance
Raven
Deerpark
Adder
Traveler
Nebula / NGW

icarus / Radio Eye (New Development)
+ Near Vertical Direction Finding ([NVDF) DERIVED FREM:

CBTED: 0 Paw MG
SECRET J/ NOFDORN MHECLASSIEY G55 OF Lanuary 2013

Garuda (G-Box)

Capabilities
Description: The G-Box is uzed as a G5M airborna geo-location
system to replicate a GSM networll Base Sation. They operate by
attrecting and registering handsets aperating on the local
commercial netwerk. Each handset's IMS| {International Mabkils

Fribssulkan ldsmidinrl au IBAE] Jlndnamns famm| EAdnkhila Erntine Cmiidvmmn nmé
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FURECTIREN MHAeAUTY ] @0 IVE] PMIECNSIranT Wioanes AL CQ UIErienL
ldentity) is compared against the ‘s target watch list. When a
targeted handset is Identified and reglsterad to the box, B peo- —
lecation solutlan I3 caleulated. G-Boux was speclfically designed and "5
built for peo-location misslons In fluad wing alreraft (manned,
unmanned). Garuds received a software upgrade that modified the
algorithm saftware, which allows the system to take 1000 entries.

Limitations & Planning Factors
| G-Box Eguipment 5pecifics: |

+ Bual band system [900/ 1300 & 850-1500 MHz)
« BY BAND B20-915 5 1710-1735 MHZ
s TH BAND 825960 & 1805-1830 MHZ
| = System GP5
|+ fctive L1/L2 Band
| -L11575.42 +/- 10 MHz
-L2 1227.00 +f- 10 MHz
« Effective Ranges- Min: 5> miles Max: UKN

Vendor: VIA SEPCOR
Protocols: G5M
BOIP:

Cost: 5185,000.00

Approval: Title 10

| * Target List Max: 1000 targets

SECEET /) N

W LC FHORA:
il
SIPY DN 07 laruary 2054

RN

L)
()
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Limitations & Planning Egctg;s

C-Beo Equipmeant Specifiza: A 4
| Single band syslermn (B50, 800, 1800 & 1OCE [§Hz heg
| RXBAND S80-915 MHE

TH BANR 8575-560 MHE ]
Lystom GRS |
| Active L1/LE Band

Capahilities
Desiriptien Tae C-Bo i uset @ @ G50 air & ground geo-lostion
wsi::rla Lo fe dicale w GabA nelwork 2a0e Station. |toperates by
e npand registering handsets epzrating on the laeal commersizl
5 l-.,;r#n fiand =21 IS or IMES 5 eormpared against the TFS
le% é‘ul'h&‘l # farpeted handset is identified and registerad
1o theor, fvm sion s calculated, The Carmmen ean alse be used
“r o 1:::1:5 e G50 call. Carman has provided
nﬁmihr.' ol [l The G-boxes and Carmen are
the: same core rog '“,E?"\ vun & different firmiare 2hd
are. The vser GU on eac Seis dlzo different which allows for
ozeraler rranipul Aivn of wditionsl netwerk parametars.

[Ds‘t 5185 Dgﬂ 00

19.12.2015 08:39
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L1 1575.42 4f- 10 MHz
L2 1227.00 /- 10 MHz
Effective Range: Min S milss  Wax UKN

| Target List Max: 500 targets, reconmend <400

*CARMEN saffware imcludrs FA capabilitics fhat the & Bok Series
dies not haws [Deny, Dismipt, Degrade and Decaive)

https://theintercept.com/document/2015/12/17/government-cellp...

Approval: Title 10

t |
K
t y

Carman |l

Capabhilities
Description: The C-Box 1l is a GEM BTS aperating n
the 850/200/1800,/1900 MHz GSM bands that
establishes cormection with targating devices. [t
operates by attracting and registering handsets
operating on the local commercial network. Each
handseat’s IMSI or IMEI| is compared against the TF's
target watch list.

Limitations & Planning Factors

Vendor: Key W

C-Bak [ Equiprment Specifics:
Single band system {550, S, 1200 & 1900 MEz)
Sire 155" x 35"
Weight: 15 lbs {balleries nol includecd)
RY EAND BED BLE MHZ
TEXEAND 925.960 MHZ
Sy5tem GPS - Actlwe L1123 Band
L1 A575.82 +/- 10 WHz
L2 122700 +/- 10 MHz
Effective Range: Min § miles  Max LIKMH
Target List Max: 500 targets, recommend <400
*CARMEN softwars [ncludes EA capabilities that the 5-Box Sarles
does not hawve [Deny, Dirupt, Degrade and Deceive).

SECRET // NOFOAM

Protocols: GSM
BOIP:
Cost: 5130,000.00

Approval: Title 10

LD FAGH
ERTED U1 Moy JiKo
D ECLASSEY OH. 07 lsnusry 2014
2oe
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Typhoon

Capabilities
Pescription: The Typhan is used as a G50 airborne gea-lacation
systein to replicate a G5M network Base Station. They operate by
attracting and registering handsets operating on the local
commercial netwark. Each handset's [MS! [International Mobile
Subscriber kdentity} ar IMEL (Imternational Mobile Station
Equipment Identity) is compared against the target watch list.
When 2 targeted handset b [dentifiod and registered to the box, a
gec-location selution is calculated. Typhoon was specifically
designed and built for geo-location missions in fixed wing aircraft

{manned/unmanned).
Limitations & Planning Factors Vendor: NSA TAO
T e Protocols: GSM 850/1900, 500/1800
= Z0km+ rangein rural areas, Skm in urban areas BOIP:
- » Integrated GP5 .

gyttt Cost: 5175,800.00
* Field Upgradable
* Battery or vehicle power capable AEErﬂ'Uﬂ I: Title lﬂ_f 50 [Title 10 onfy under 5-35)

* 4-8 hour battery life
+ 20 pounds with out the battery

DERIED FROING:

SECRET ff HOCFORN
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Windjammer

Capabilities
Pescription: Windjammer is a Thuraya, INMARSAT hand-
held satellita simulator that can conduct survey, stimulation,
denial of service; and gec-location of a given target handszat.
It presents itself to satellite termingls as the natwork issuing
commands that cause the terminals to communicate with
the system directly, The terminal identities are determined
at which time they may be actively geo-located. Variants
include Portable (pictured), Rack System for simultansous,
multi-network operations, and UAY Systems whith include a
low bandwidth remote contral capability.

Limitations & Planning Factors

Vendor: SR Technologies

Windpmmer Equlpment Specifles! |
Networks: Inmarzat miniM, Thurayz

X BAND:
Tuning Range: L-Band [1525-1550 MHz}

RF Cutput Power: Selectable from -12 dBm to +27 dBm

EK EAND:

Full Range Recaiver; 1525 - 1665 MHz

Uplink Recefver: 1626.5 - 1855 MHz

GRS R

Antenna Connector: SMA

Antenne: Bwternal 157542 MHz, BH polarization, aetive 3 W,

20 dBi gain, SWR < 2.5
Range =2 miles pround, =8 miles air

Protocols: Inmarsat, Thuraya
BOIP:
Cost: $192,000.00

Approval: Title 10/ 50

Radiance

19.12.2015 08:39
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Capabilities
Description: Radiance is a self-contained portable
airborne and ground interrogator system capable
af capturing, interrogating, and peo-locating
CDNA-2000 and 15-95 mobile devices, Radiance
captures, interrogates, and geo-locates the
handset by continuously collecting range data on
the target and palring this data with the GFS
location of the Radiance system.

Limitations & Plannine Factors

| Radiance Eouipment Specifics:

| =Band: COMA-2000 (single-banded system)

| * Requires separate network survey device (1052
from QRC Inc.)
* Cauges Denial of Sarvice (DoS) during operation
to COMA netwaork for short period
« 27 lan- 12 Feh - Deployed for two week
operational assessment/Cambat Evaluation (OIF)

= AL intepration difficult due to size

SECRET {

Vendor: Vendor West

Protocols: 450, 800, and 1900MHz
CDMA 2000

BOIP:

Cost:

Approval: Title 10

Raven

Capabilities
Description: Raven is used {o interrogate WCDMA
phones and to geclocate target shones fromi the
air or from the ground. Interrogation is the process of
getting phones to send infarmation
such as their unigue idenfifiers (e.q. IM5l and IMET.
Geolocation is the process of determining the
geographical location of a target phone.

Vandar: Vandnr Wact

19.12.2015 08:39
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Protocols: UMTS

The Intercept
Limitations & Planning Factors

; =2 |
' Raven Equipment Specifics: | BOIP:

+Band: UMTS [single banded system) | _—

= Requires separate network survey device Cost: $Bﬂﬂl{

| « Causes Danial of Service (DoS) during operaticn

| to UMTS network for shart period ol
- Ganstopmerital | Approval: Title 10

Deerpark

Capabilities
- Targets 450 sub-band A/C, 800, and 1900MHz
CDMA-2000 & 15-95 mobile devicas

+ Multi-banded system

« Unigue identifiers include IMSI-S & ESN/MEID
 Passive survey of handsets/base stations

* Passive geo-location of handsets/base stations
* Active stimulationlgeolocation of handsets

= Active survey/gealocation of handsets

leltatlons & Planning Factors Vendor; Rincon IAW NRO
| Protocols;: CDMA 450, 850, 1900

Deerpa rk Equipment Specifics: ROIP:
- GroundfAirbome CDMA only e L)
- Does NOT cause denlal of service Cast: 525[“{

« 205 Ibs wi Aclder & all four Filter A&mps

» Requires 28 VDG at ~25 amps for operation, draws
TR far Adder and onc Filter Amp o i

- Can be operated on large wheeled vehiele utilizing Approval: Title 10
12 to 22 VDO up-converter

Ei R PR IRERE L BERMED FECIRG
bl B Ll DATED: 01 May 2005

DECLASSITY Of: 07 Rapiady 2054

19.12.2015 08:39
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Traveler {EW FoS)

e i.i*‘.";.

gl ':_?i B

Capabilities
Description: TRAVELER is a developed software defined
mutti-protocol system capable of active/passive GSM
gea-location, passive 5 survey/tower mapping,
HPCE/PTT intercept/OF, Thuraya intercept/copy fgeo-
lacation. Traveler pazsive capabilityreduces network
signature/impact on the network. Provides robust
airborne network survey capability,

Limitations & Planning Factors

Traweler Equipment Specifics:

| = 1l shannel, 200z ta 3GEHz airborme saftware programmable
| sysiern desipned to survey and geo-locate designated signals of
| interest {5CH].

= Targels Lhe ES0, D00, 1800, and 189000 Hz G50 bands.
* Traveler = designed so thar adding ad diticnal 3008k a metles of
poting software vio the Traveler grocassing unif,

| —The near-term to include COMA and UMTS

= paulti-Channel Spetlal Frocessing [Co-Channel Ard uction]
= Covart dn-Demand Active Teg hriguaes

» Mnwenble Retween Platforms nFlald

& pulti-Channel Direction Finding [DF]

* Carrelaticn Irbeferameter BracizlonGeo-looation [CHEL)

Vendor: BAE Systems

Protocols: GSM 850,190+, 800/1800 passive
G5M survey/semi-passive geolocate, HPCP, PTT,
Thuraya [Vagrant). Future $0| ports planned
include: COMA [Deer Park), UMTS & TTL

BOIP:

Cost: $750k

Approval: Title 10

19 von 55
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! Nehula

Capabilities
Description: Mebula is an N3A Developmenial airborne
multi-protocol box designed for geo-location against
GEM (Multi-Band), COMA, UMTS, and H. Currently can
target HPCE, G5, Inmarsat, Thuraya, CODMA-2000,
HSDPA. The NSA Is leading system development [M5SA
lead).

Limitations & Planning Factors

MNebula Equipment Specifics:
« Band: G5M (multi-band}, COMA-2000, UMTS,
H5FPA.
« Able to lock and hold traffic from 12 miles away
= AirfGround Geo-location ability to within 200m
{results often closer to a 10m CEP)
= Able to change channelswithout dropping locked
H5
= High DT power requirements (Nebula 2C)
* Waight 45 pounds

= Powiar requirement; 450 Watts 36V DC

Vendor:

Protocols: GSM {multi-band}, COMA,
UMTS, WIMAX, LTE, HSDPA, HPCP,
inmarsat, Thuraya

BOIP:

Cost: TBD

Approval: Title 50

ERCLD FRAOIAS:
ATED 01 Ray 2008

SFCEASSFY ki 07 lamwary 2034

19.12.2015 08:39



The Intercept

21 von 55

Limitations & Plannin_g__F._a_:_;t_n_r;

https://theintercept.com/document/2015/12/17/government-cellp...

ICARUS/ NVDF

Capabilities
Description: NVDF provides instantaneous PTT VHE/UHF
geclocation capability to support missions where it is
possible to fly much doser to targets than traditional
stand-off systems. daal for rural or remote areas where
the density of emitters is low [no inherent interference
cancellation, ideal for AFG operations) Signal types for
initial system frequency range: 100-500 MHz (Push to
Talk Transcelvers (PTT), FRS Transcelvers, High-
Powered Cordless Phones (Handset and Base Station} ,
CW Beacons and EF Tags, Trunk Mobilz Radics

NVDF Equipment 5pecifics: i
= Better look-anctes, rescltion, and accuracy for EQLR |
sanzors (dieslly above target, - S0 degress angle, sub |
50m acecuracy achieves in COMLUES testing)

+ More favorable irtercept condifiors for o povwear
emitters (Locate priorty alkss vice repealens)

« Instantenecus Geolosation from & signal measuremsnt
dua to a 20 look-down antanha  aray.

v Profo-type (CLA] svelaim desgned for geneal Sviatian
acfc AZT Hydrah processcr 4l 2 aray w! cavity packed
circulzr polzrized spiral aniennas desfaned o coves 100
500k bz range

SELHE]

Vendor: AST
Protocols: PTT
BOIP:

Cost: $1.5 mil

Approval: Title 10

DERIVED FROM:
DATED; 01 Mgy 2006
I MOFQEN DECLALEIFY OM: O7 Japuary 2034

PGL Payloads on UAVs

* Twister

* S5-100 w/ Carman Il and Windjammer

¢ Ganwva [(3-Pnd/STF)
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Rl WS MR 3wy e R ma )

* GarWind (BLOS G-Pod) =
+ Gilgamesh

* Airhandler

* BLOS

* Radiance (BLOS Rad-Pod)
« Jagged Amber

* Traveler Pod

SECRET A/ NOFQRN
-

UMCLASSIFIED

Current
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WWMNCLASSIFIED

SECRET

Twister — Firescout APG

i Capabilities

Description:  Twister is a multi-frequancy band, micro-class Base
Station Router. |ts hes s power sutput of ~13dBm, integrated GPS,
Voice & High-speed Data capability, G5M security & encryption
making system highly moblle st deplovabla for fleld use. The
systern is designed for VBTS GU| Software support which includes
full VETS GUI festure base and applications. The software allows for
completa command and control, which provides support for a
variety of field epplications. The system is optimized for low power
consumption, custom installation, and fam llarty of use wy existing
VEBTS GUl operators.

Specifications: Integrator: Northrop Grumman IS/AS
T r ICW PMA-266

Shps e S Protocols: GSM 900/1800/1900 Mhz
O Approval Authority: GFC IAW hast
bt nation GCC approvals

= Cperatiig Tompe 07 o2 5000 (80% humisity nen-oor densig)
= Srorage Tesnp: 3000 T4 RS

= Lomvedtion cooled

GE0 Frequen oy L2 pabiiitis:

* LG5M [200Mbz], D5 [1800MAz], POS (1500 (i hz)

® Full-raze Yo Drcoden, Dagia S0A5 Messaging

Pawer: e
= lrypul Praswior Ferpeziverins il s = RE0 (B e tepical eorfiguratinn == ©
*Input Woltape Range = 26 VD4 SECRET
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Capabiliti
Description: System Provides
Real Time Land or Sea-based ISH. KPPs
- Maritime Takeoff and Landing S0°x44° Helicopter Pad,
Sea-State 2 (T)
- Data Link Range up ko 180 km
- 6 Hrs Endurance @ 55 kis @ 25 kg ; [55 |bs) payload
- UnpackiPack-up in <6 Hr (T)
- Max Air speed; 130 kts (240 km/h) LAS
- Cruise Speed: 100 kis (185 kmih) 145
- Ceiling: 18, 000 f in ISA conditions @ reduced GW
- Qperating temp: (-40 F to §31 F), winds up to 25 kis
{46 kmv'h)

Limitations & Planning Factors

KATAHDIN Equi
| « CAN NOT ARM with weapons

f s [nternal 5TE maritim e requirement B On-Hand:
Cost: TBD
Approval: Title 10
DERWED FROM:
DATED: D1 Way 2006
SECRET /Y .'J:.'-_FQFJ‘. LIEC LASSIFY TIN: 017 Jamiary T034

Vendor: Boeing
Protocols: GSM, Thuraya & FMIV
BOIP:
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SECRET

Capabilities
Deseriptlon: The SP1 G-Pod system iz a GSW airborne {LAYY
geodocation system to replicate a GSM network Base Station.
The G-ped (Garuda in an 18 inch pod),is deployed on the WMO-
1/9 acft. Once at mission altitude, the Ground Control Data
Link [operated from Surface Terminal Element, STE) contacts
the G-pod and creates an Ethemet cannection for payload
command and contral as well 25 data [Ink command and
control. The payload operator is then free to parform mission
acthties while the air to ground cantral data link tracks and
mainteinz s connection with the UAV sensor pod.

Limitations & Planning Factors

Guava Edul pment Specifics:
G-powd [G-Boay In & pod see G-bax specs
Data Link: TLOL
Xmit Fower: =10 Watfs.
Power Consumption: <600 watls
Ditnenzlonds: &E™ X 1B

Weight 125 |bs with censor

G-Pod Ground Station (Surface Terminal Elerpent, STE)
Data Limk: TCDL

it Power: 2 watks

Powsrer Consumpdion: <2000 wats

Dimensions & feet diametes

System Range: S MM

Integrator: Northrop Grumman IS ICW
General Atomics

Protocols: GSM 300/1800

Approval: Ground Force Cemmander
IAW host nation GCC approvals

frmarr i e

GarWihd/ BLOS Pod

Capabilities
1 Description: BLOS G-Pod. Garwind is a G5M airborne

19.12.2015 08:39
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[LaV} geo-location system to replicate a GSM
network Base Station deployed on the Predator —-_—
UAV. With BLOS capabilities Garwindls able to 1
operate in areas without a Surface Terminal Element
[STE)} reducing the need for a ground foetprint.
Sarwind allows the transfer of G-Pod and
Windjammer sensor data over the BLOS 50C0M Ku-
Band SATCOM datalink using the Garwind Ground
Contril System [GCS)

Limitations & Planning Factors

Garwind Equipment Specifics:
« 31 Mar 09— 1 Apr: Test FOD KU connectivity at
Cannon— Successful.
» 4-5 Jun 09— Conduct Test bed Network evaluation
and certification at. Successful.
* 18 Dec (¥ = Planned completion date for
integration.
= Jan 10 — UTE Plan to fizld fist MO-2 w/ BLOS G-
POD and upgrade entire fleet of PODS. Priority first
on MO-2s and then on the MQ-1's once integration
testing is completed on that platform.

SECRET j MO=CIRN DECLASSIEY O 07 Jarmmry 1034

Vendor:

Protocols: GSM (muiti-band)
BOIP:

On-Hand:

Cost:

Approval: Title 10

SSCRET

1L AR R

Capabilities
Description: Gilgamesh is a Geo-location device
designed to conduct BLOS UAY APG aperations fram
MO-1/9 aircraft. Gilgamesh is controfled via the Air
Handler/Pradator KL! Band data link and does not
reguire 2 STE to operate. System geo-locates with same
accuracy and generally sama TTP as ather systems.
Currently C2 interfacevia N5A MNet.

Limitations & Planning Factors

uipmen cifics:

2 WD smes et A icEAEAAA PaEe A T

Vendor: Sierra Nevada Corporation
ICW NSA OTRS/DAED and General
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T AN DU ICUSL ERAT W D PR TR s IV R 3

Sirciaft Atomics
' = Weight : ~8.5 Ibs (LRWY), requires modified VSAE Protocols: GSM 900/1800 (one band —
i ﬂ:iﬂlg anlenna and cable harness on both MO- available in flight}. REEIUiI'ES
| « Bandwidth requirements: Typical configuration, | | separate vertical tailfin antenna
| 4200 bps uplink, 256 kbps downlink BSSEH'IhW {VSAE} per band.
! * Requires Airhandler o aperats |
| = Current Fayloads: Gilgamesh LRU AEEI’UUHI: Ground Force Commander
[ ReoRr e enlotio) Frometed S o 18 host nation GCC approvals
SECRET
SECRET

Airhandler

Capabilities
Description: Airhandler is designed to conduct BLOS
UAV peo-location operations from MO-1/2 alrcraft
primarily used against low-band {PTT) signals-of-
interest. Airhandler is controlled via the acft KU Band
data link. Currently C2 interface via NSA Net. Bequires
multiple collection nodes for increased geo-location
accuracy,

Limitations & Planning Factors Vendor: Sierra Nevada Corporation ICW
Eeubmentsoedticee | NSA OTRS/DAED and General Atomics
- AWR completad for USSOCOM/ACCMQ-1/8 Protaocels: PTT {primary), COMINT 130-

aircraft !
« Weight : 13 |be (LRU}, requires modified VSAE 180Mhz, 220-475Mhz, freq range 20-

. Current Payloads: Gilgamesh LRU
| = Payload Yendor(s): SNEC

|
including antennaand cable harnesson bothma- | | 3000Mhz
Sl : o | | Approval: Ground Force Commander IAW
= RBandwidth requirements: Typical confipuration, i m
4200 bps uplink, 256 kbps downlink | host nation GCC approvals
|
|

RECPET /! WEFORH

SECRET
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SECRET

BLOS Pod

R

Capabilities
Description: Pod based capability that allows for
remote operation of Ethernet payloads removing
the requirernent for dedicated, line-pf-sight {LOS)
tactical data link. Ethernet data is routed over the
aircraft’s serial SATCOM data link using an
Asymmetric Ethernet Device (AED). The AED is
placed on each end of the aircraft’s SATCOM data
link [onboard Pod, GC5) and is used to convert
Ethernet data to serial for transit across the link,

Integrater: Northrop Grumman IS ICW

Eguipment Specifics:
» AWH completed for USSOCOM MO-1/9 aircraft,

Warrior Blk-0

* Pod welght : <123 Ibs (with G-Bax/ W) paylioads)

» Bandwidth requirements: Typical configuration,
4800 bps uplink, 256 kbps downlink

= Current Payloads: Garuda[G-Box), Windjammer-U
= Payload Vendor{s): Frotected, 5R Technologies

General Atomics

Protocols: GSM 900/1800,
Thuraya/Inmarsat

Approval: Ground Force Commander 1AW
host nation GCC approvals

SECRET
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SECRET

RADPOD (Radiance Pod)

Capabilities
Description: Pod based capability that allows for
remote operation of Ethernet payloads removing
the reguirement for dedicated, line-of-sight (LOS5)
tactical data link. Ethernet data is routed ower the
aircraft’s serial SATCOM data link using an
Asymmetric Ethernet Device [AED). The AED is
placed on each end of the alrcraft’s SATCOM data
fink [onboard Pod, GCS) and is used to convert
Ethernet data to serial for transit across the fink.

bt o i

Integrator: Northrop Grumman |5 ICW
| General Atomics

Equipment Specifics:

|+ AVYR completed for UssoCoM Ma-L/o alircrait. | | Erotocols: COMA-2000, 350Mhz
* Pod weight : 131 Ibs {with Radiance payload) . | Approval: Ground Force Commander AW
= Bandwidth requirements; Typical configuration, | .
4800 bpe uplink, 256 kbps downlink | host nation GCC approvals

» Current Payload (s): Radiance 850
* Payload Vendar(s): Protected
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Developmental

SECRET s
JNC_ASSIFIED

SECRET

Jagged Amber — Next Gen BLOS

Capabilities
Description: Pod based capability that allows for
remote operation of Ethernet payloads removing
the requirenient for dedicated, ling-of-sight (LOS)
tactical data link. Ethernet data is routed over
dedicated sirborne SATCOM terminal integrated into
the pod, removing the requiremant to laverage acft
KU-Band C2 link and allowing far higher dedicated
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O i, e e A BW for future 10T TL /communications requirements

« in development for LISSOCOM M3 Protocols: GSM 900/1800, CDMA

* Pod welght: ~250 Ibs [with payloads) 450/800, Thuraya/Inmarsat, TTL
* Current Payload (s): Twister, Siren, Windjammer.

MuBRX, Vector

+ Payload Vendor(s): Protected, AST, SR Technologies host nation GCC approva Iz

Integrator: Northrop Grumman 1S ICW

- — —— | Big Safari & General Atomics
Equipment Specifics:

Approval: Ground Force Commander IAW

31 von 55
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SECRET

Traveler Pod — T-Pod

Capabilities
Description: Pod based software defined multi-
protocol system capable of GSM survey/map/geo-
location, COMA survey/map geo-location, HPCR/PTT
intercept/DF, Thuraya intercept/copy/zec-location.
Traveler'sless instrusive technigues reduces
network signaturefimpact on the network. Provides
rabust airborne network survey capability.

Equipment Specifics: Atomics
* |n development for LUS50C0M Warniar Bik-1 z
* 5-25 gwaiting 3U Travelervariant grior to Ped Erotocols: GSM, CDMA, Thuraya,
inktegration HPCP;FTT; TTL
> Pod weght ; “160 [bs {with paylcads] Approval: Ground Force Commander 1AW
~ Current Payload (s); Traveler 58U {Warrior) P
* Payload Vendors}: BAE Systems host nation GCC approva Is

Integrator: BAE Systems ICW General

19.12.2015 08:39



The Intercept https://theintercept.com/document/2015/12/17/government-cellp...

Ground Based Geo-Location
(Vehicular)

¢ GX-200 * Yellowstone

* Artemis : :ingfish i

) : * Stingray
Maximus BRI

» Spartacus I/ 1 + Hayden I/Il

* Carman / Carman i v SlarGrazer

» Cyclone Mx9 * Sidewinder

* REBUS

* Windjammer
* Radio Eye (In development)

* Buckshot
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GX-200

Capabilities

Descilptian: Mearly identical to the GRIDO Series (Nemesis),
the uppraded G X200 series gerferms the same capaclly in
e urf.ll.nﬁ—mie G%RA stimulation: kowever, the GX2G0
prcn fitzs & maore robust operstor system capable of betrer
EsLATl cw=ment, sdvenced ofiset torpeting, and higer
itz § M%t i r—‘-fei on secomd syvstem, Artemis, for

h e ge n*im:a ;l

u:-n
Nt».ﬂ.- Nemass vm Tchon issued to SIGINT
nnvel, row beln > re daced with Manimus,

Limitations & Plannin

GR-200 Eaviprnen! Speafics:
= Xy Dual handd B00/REGD hiph powear receivers
= Airein iy face survey, inleemesa ton and foluas e

Hunstisnality 3

* High voleme registraton and cova s trafic
clzannel eatabiishnent
* High performance custoni RE anc signal
procossing hardware
* Bovances smart diversity reverse erlansed
recejver
v Larpely replaced by the Maximus

SECRET ff MOEQRMN JECLASSIFY -0y 07 Januapy 203

n

Approval: Title 10 U‘E
/"

UERIYED FROIBA:
NIATFD: 117 hya
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Artemis

e " Capahilities
- - Description: Artemis is a dual band 850/1900 & 900,/1800
L. : MHz system that provides a GSM gec-location capabili

et G similar to Carmen and G-box. However, it cannot be

! operated affectively from air platforms and is currently
used exclusively as a ground systemn in coordination with
Memesis/Maximus {or other stimulation device that locks
a handset and enakles the DF), Mehile antennas can be
located with an accuracy of +/- 5 degrees used to create &

i m_ : L o L : CEP around the target.
Limitations & Planning Factors Vendor: MRT

Arremis Eguipment Specifics: Protocols: Dual band 850/1900 &
* User friendly GUI
= End to End Built in Test 900{1300 MHz G5M
* Fully digital processing of RF signals based an m
angle resolving techniques Cost: 53 3,333.00
» 6-channel simultaneous wideband DF
meassrement
* Artemis "T" to be used for Thuraya in Approval: Title 10
development CEAWEDTROM:

! DIATED: 1 May 2006
SECRET /S MO=CRN CECLASSIFY 0 57 lanuany P34

Artemis Il

Capabilities
I- l I Description: Artemis is 2 dual band 850/1900 & 900/1800
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MHz systam that provides a G5M geo-location capahbility
similar to Carmen and G-box. However, [t cannot be
aperated effectively from air platforms and is currantly
used exclusively as a ground system in coordination with
Memesis/Maximus [or other stimulation device that locks
a handset and enables the DF). Mobile antennas can be
located with an accuracy of +/- 5 degrees used to create a
CEP around the target.

Limitations & Planning Factors

Artemis Eguipment Specifics:
* Lser friend |y GLH
* End to End Built in Test
- Fully digital processing of RF signals based on
angle resolving technigues
* G-chanmel simultanacus widehand DF
measurament

Vendor: MRT

Protocols: Dual band 850/1900 &
900/1800 MHz GSM

BOIP:

Cost: $83,333.00

* Artemis “T" to be used for Thurayain Approval: Title 10
development DERIVED FREM:
SRRSO T N = = rao = DATFD 0 BMay 200G
SECRET /) NOSCRN [12C LAGSHEY CH: 0 Jeniary 2034

<
o
E.
=
7

Capabilities
Descrption: Ground G50 stimulation & geo-location device
+ Replicates BTS to STIM handset into RF TCH allowing far DF
® Provides limited capability to isolate tarpets utilizing Firswall
aption
+ Sagemn HS included to provide network survey
+ [ncorporates Artemis in system to provide geo-location data
from both moving and stationary vehicle (zero baselineg}
» System provides extended BA list with commonality chart

35 von 55

Limitations & Planning Factors

Maximus Eguipment S pecifics: ‘

+ Anprox ground distance ™ 1- 4 Km
= Target Handset mustbe on & not enraeed in a call |

Vendor: Martone Radio Technology, Inc.
Protocols: G5M
BOIP: 33

Coct: SIRE NN 0N
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T T Y e WL L O e Y] E I Vgl S I O A F e, TR P PR, B T T ¥ B viuﬂ’"uuiuu
* Locking handsatinto TCH dralns battery and ralses
signal strength —
» Use of system requires decanfliction w/other geo Approval: Title 10

| elements in AD
+ Metwork can identify rogue BTS
i improper usa can impact network

SECRET /f NOFDAN

Spartacus |

Capahilities

ﬁgfgj@_&h G506 " Stimulate only” czpability to mest
Eﬂq insiy a;tt tor Man portable Geo-location device.
Thes degee ila 'r?-‘?‘ﬁ:eli GEM radis that will causze G5V
hand sots fo toi ﬂf-tead of nearby cell towers in

Ly inatch h coil s -»H 1arget list. Targeted

}'—"étawﬂ then h“ t_! -'rl-_ . i traffic channel
i [sifent call] and geo-lscoted ViESfan “Artemis” device ar

] located witk the use of direction finding devices.

Limitations & Planning Factors nac ':a Fepise Radio Technologv, Ine.

Spartacus Eouipment Sprecifics: e
» Caution should be used 1o twaid direct contact BoIP: i
with the antenna elemen: while transmitting Cost: 51?9 429, %
+ Currently only & single band GS5M system to he
upgraded to maltiband ‘
+ 4 hour battery |ife 1 Approval: Ground Force Commander
| = Approx ground distance ™ 1- 4 Km
| * Use of system requires deconfliction w/other geo
elementsin AQ
| » Impropet use can impact netwark

DERIVED A
ATE 200

Fi E\.F.I T/ WOIEQRN LR LSS L U laritiaty 3034
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Spartacus li

Capabilities

* Daescription: Standalone, man portable, vehicle and
airbome PGL system. Simultanecus dual band/ dual BTS
wilh Receive diversity. Artemis |1 interface for crass
bordar operations. Works in conjunction with Rover
software application.
Able to go from Airborne or vehicle mount configuration
to dismounted operation with no change to system.
Grah and go. The smallest dual band,/high powered
system on the market

Limitations & Planning Factors Vendor: Martone Radio Technology, Inc.
: i || Equipmant Speditics: Protocols: GSM 900/1800 (single band]

« 900 & 1800 MHz simultaneaus operation | BOIP:

s 10 watis per BT5 | % 513[}“

Size: 13V x 257 x 10Y

*Weight: 12 |bs

+ OF when connected with Artemis 111, TDOAS TO A
in stand-zlone

+ 5 hours battery life at 5 watts

| » Improper use can impact network

Approval: Title 10

DERED SR

SECRET /) MOFCRN DFCIASSIFY ON: OF Jaries g 203
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Cyclone Mx9 (Micro/Macro)

Capabilities
Description: Developmental highly mobile
ground G5M stimulation & geo-location device

Na = Replicates BTS to STIM handset Inte RF TCH
Photo allowing for DF
Available = G5M security and encryption

= Integrated GPS
= Overlay G5M cellular communications
supparting up to 32 Cyclone systems

Limitations & Planning Factors Vendor:

Cyclane MxS Egquipment Specifics: Protocols: GSM

« 15+ km range, Urban range ~ 1.25 km BOIP: Developmental

« Utilizes existing Typhon GUI, ne additicnal Cost: $106,000.00 estimate
training required

= Weight: 6 pounds -
» AC, OC, or battery powered Approval: N/A
« 70 WH hattery provides 30 minutes run
tirme, 300WH battery provides 915 hours

CERIVED FHOM
[ATED: 01 May 200G
SECRET /f WOFORN DECLASSIEY O 07 larwary 303

Windizsmmar (feranndl
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See Windjammer under
Fixed-Wing {Manned)

7 i 2
SECRET /f NOFORN DECLASSIPY SN OF Jarwaty 034

Buckshot

Capabilities
Description: Project Buckshet is a ground
direction finding (DF) systam specifically
targating PTT radios. The system Is designed as a
carry-on system suitable for quick install, low
profile passive DFfGeo missions. Developmental
item of interest. Mot fielded in guantity.

.........
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Vendor: Herrick Technical Laboratories

= Protocols: PTT

i Buckshot Equipment Specifics: | BOIP:

| = Fraguency Coverage: 30MHz to 3GHz : S

« Capture bandwidth: Programmableup to | Cost: 540,000.00
200 KH

Limitations & Planning Faciors

Approval: Title 10

DERIVED PRSI
DATEC: 1 May 2006
SECRET ff NOFDRN DECLASSIY OH: L/ darmmry 2034

Yellowstone

aiii CAPABILITIES
Description: e

* Ground GSM stimulation device

* Replicates BTS to STIM handset into RF TCH allowing for
DF

* Provides limited capability to isolate targets utilizing
wild card or reject cause

* Plots to Falcon View and allows track of dynamic targets
= Optional 5 Watt Amp can be attached

* Backpack version of Carman

LIMITATIONS & PLANNING FACTORS VENDOR: OGA provide vendor protected

Yellowstone Equipment Specifics: PROTOCOLS: 900Mhz, 1800Mhz,
* Approx ground distance 200m 850Mhz and 1900Mhz (not multi-

= Target Handset must be on & not engaged in a call

= Locking handset into TCCH drains battery and protocol and requires antenna)

raises signal strength BOIP:

= Target watch list limited to 500 IMEI & IMS| COST: 533’332'{][]

* Use of system requires deconfliction w/other geo -

elements in AQ APPROVAL AUTHORITY FOR USE:

* Network can identify rogue BTS Ground Force Commander pending designation of target
= |mproper use can impact network DERIVED FROM:

DATED: €1 May 2006
TETEET /f i,
SELRET [/ WOFCRN GECEAREIFY Ol 87 lanuae 3624
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Kingfish

CAPABILITIES
Description:
+ Ground GSM/CDMA stimulation device
* Replicates BTS to 5TIM handset into RF SDCCH allowing
for DF
+ Optional 5 Watt Amp available
» Backpack version
+ Can lock and DF from same unit

LIMITATIONS & PLANNING FACTORS VENDOR: Harris Corporation

ingfish Equi ifies: PROTOCOLS: 900Mhz, 1800Mhz,
= Approx ground distance 200 Meters : 850Mhz, 1900Mhz and CDMA (multi-
i Er::;”;:iﬁ';ﬁr;';;::; :;‘:f“fd inacall || hrotocol and requires antenna)
+ Locking handset into SDCCH drains battery and BOIP:

raises signal strength COST: $32,433.00

= Use of system requires deconfliction w/other geo
elementsin AD APPROVAL AUTHORITY FOR USE: Title 10/ 50
* Network can identify rogue BTS

= |[mproper use can impact network
» Can be used by Helo Assault forces T

SECRET // N

=]
'r|
i1
=2
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Stingray I/II

CAPABILITIES
Description:
= Ground GSM/CDMA stimulation device
* Replicates BTS to STIM handset into RF SDCCH
allowing for DF
= Passive and active modes of operation
= Optional 5 Watt Amp available

LIMITATIONS & PLANNING FACTORS

Stingray Equipment Specifics:
= Approx ground distance 200 Meters

* Target Handset must be on & not engagedin a
call

* Cannot DF with Gjallar or Datong system

= Locking handset into SDCCH drains battery and
raises signal strength

» Use of system requires deconfliction w/other APPROVAL AUTHORITY FOR USE: Title 10
geo elementsin AQ
» Network can identify rogue BTS
* Improper use can impact network RIVED FROH
SECRET ff NOFOREN o7 ;-' Il r: | "'FII..H tary 2134

VENDOR: Harris Corporation
PROTOCOLS: 900Mhz, 1800Mhz,
850Mhz, 1900Mhz and CDMA (multi-
protocol and requires antenna)
BOIP:

COST: $134,952.00
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PRD-13

CAPABILITIES
Description: The PRD-13 is a radio frequency (RF)
and direction finding (DF) signals intelligence
system that provides signal location and
exploitation. The PRD-13 provides Tier 10 EW
Operators with the ability to DF any G5M signal of
interest; however, the PRD-13 is much larger than
other DF systems. This system is part of the Tier
EW inventory for certain conditions that require a
broad spectrum, large area focus.

LIMITATIONS & PLANNING FACTORS

VENDOR: L3 Communications, Linkabit

R Equipment cifi
= Directed Search (Channel scan) 400 channels; 20
priority channels; 9 bands

= Freq Coverage: 2x 2000MHz & Intercept; 2x
2000MHz Monitor; 2x S00MHz DF

= Signal List: Logs up to 400

= Built-in Test {BIT): End-to-end system test

Division

PROTOCOLS: 2MHz - 2GHz
BOIP:

COST: 520,000.00

APPROVAL AUTHORITY FOR USE: Title 10/ 50

SECRET //f NOFORN DECLASSIF
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Hayden I/II

Capabilities
Description: Project Hayden is a survey,
interrogation, stimulation, denial of service, and
geo-location system to track high powered
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LUTUINESS RIILieEs (e . mayusin wdll suniuacve
handsets to allow direction finding [DF) systems
such as EB-200 or Hydrah to ground track.
Ongoing development will allow Hyden software
be ported into Project Traveler.

lmltatluns & Plannm Factnrs

HAYDEN Equipment Sgedﬁcs.

Vendor: BAE Systems
Protocols: HPCP

' * DEVELOPMENTAL BOIP:
| * Weight: 30lb ; On-Hand:
| * Initially a 4 channel system to be increased T
to 12 channels for air operations Cost: $110,000.00
| » Requires EB200 , HIDRA or HEAT for DF Approval: Title 10
DERWED FROM:
TATED: (11 May 20H
SECRET /f NOFCRN DECELASSEFY DM OF Ravuary J0E4
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Stargrazer il

Capabilities
Description: Stargrazer is an Army system developed
to deny, degrade and/or disrupt a targeted adversary's
command and control (C2) system on the Thuraya
Handset (HS) via electronic means. Stargrazer is able
to extract IMSI and IMEI data from the handset.
STARGRAZER is a flexible and expandable Special
Purpose Electronic Attack (SPEA) capability designed
primarily to target Mobile Satellite Services
communication downlink paths.

“Limitations & Planning Factors
H’ a

Operates (n three different phases:

1. Phase Il: Monitor mode.

2. Phase Il: Attack mode: ldentify, capture and jam one or
mare handsets while gaining 1M51, 1ME1, TMS1, and
geo-location data,

3. Phase lll; “Impersenate” mode: Imparsonate actual

Vendor:
Protocols: Thuraya, Thuraya DSL, ACeS
BOIP:
On-Hand:
Cost:
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Thuraya network with !
SGII network and requiring the Thuraya handsets in rangs
to reglster with

the impersonated network and transmit their 1051,
1MEL, TM51 and geo-locational data. The phone/phones
can essentially be brute force, or surgically jammed.

SECRET J/

https://theintercept.com/document/2015/12/17/government-cellp...
Approval: Title 10

DERIVED FROM;
DATED: G May 20
NOFORMN [ECLASSIFY OM: OF January 1054

Sidewinder

Capabilities
Description: Project SIDEWINDER is a compact,
software defined ground-based HPCP and G5M
geo-location system. Currently in the
development phase with the potential to become
the replacement for the Carmen geo-location
system. SIDEWINDER will employ the core
technology of the TRAVELER system with a 4-
channel receiver to increase to a 12-channel
receiver in the future.

| transferred from the Traveler program
| » Fully ruggedized to permit operationsin a

Limitations & Planning Factors
Sidewinder Eguipment Specifics: i
« DEVELOPMENTAL
= Much of technology for Sidewinder was |

variety of ground platforms and for low-
altitude rotary wing missions

* Contains both active and passive
capabilities

* Frequency range from 20 MHz to 3000 MHz

SECHET //

| NOFORN

Vendor: BAE Systems
Protocols: HPCP and GSM
BOIP:

On-Hand:

Cost: TBD

Approval: Title 10
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REBUS

Capabilities
Description: Ground GSM stimulation device
= Replicates BTS to STIM handset into RF TCH
allowing for DF
= Provides limited capability to isolate targets
utilizing Firewall option
= Sagem HS incorporated to provide network
survey
» Backpack version of Series 200 box

Limitations & Planning Factors

REBUS Equipment Specifics:
» Approx ground distance 200 meters
» Target Handset must be on & not engaged in a
call
#+ Locking handset into TCCH drains battery and
raises signal strength
= Use of system requires deconfliction w/other
geo elements in AD
+ Network can identify rogue BTS
* Improper use can impact network

Vendor: CellXion
Protocols: GSM 900MHz
BOIP:

On-Hand:

Cost: $152,000.000
Approval: Title 10

' NOFORN DEL LATSHY OH: 07 lanisry
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RadioEye

X

L
S Slas =
e R

Capabilities
The RadlioEye system |s a lightweght, man packeble, pushetotalk
(7TT) radic sitvatioral awareness and DF systen intended o
provide operaters with the capabiity 1o monitor =TT acthly within
range and det2itnne fram whies dirgcbon a given PTT emiter s
hresxdeasting. The sysiem is desigred bo provde & arcune sssach
force with situational ewareness of eny FTT activity it thei
irmadiate area; Sirce the majority af FTT sadics operate witn
A0 of 2 ~nlificatizh their typical affective range is betwezn 300m
anc 400m. 2TT cocmmunicatiors nefwerks ars driven by the
capability of PTT radios to transmit and ressive betwesn ono
ancther.

Limitations & Planning Factors

RadioEye:
* Power Consumption 3.3V
*Sire: 12Y ¥ 2.5% x 107
* Weight: < 10 Ibs

» Battery life 6 hrs {1 x 2590)

Vendor: Ventis

Protocols: Man packable PTT
BOIP:

Cost: 397 K

Approval: Title 10

DERIVED FROM:
DATEL: D1 May ZUDE

SECRET /f NOFORN LECLASEINY OK: D7 Janaa-y 3034

Direction Finding Systems
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Gjaller

L ]
* Jugulari/ Il
= Quasimodo
« HEATR
* Thoracic
§ z :

GJALLER

apabilities
Description: Preiect Gialler was inizially developed

for the ClA as a GSM direction finding (DF)
capability. Locks onto HS locked onto an
irterrcgation device. The small size allows for the
ocperator 1o use the Gialler in a covert, low-visibility
reele for bath night/day OF sperations,

!Jm'ﬁg;igg 5 & Elanning Factors

: Vindermere Technology
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Gizther Epuipment Speocifics:
= Close in GMS Gea-lomtion device
* Handheald size davice
« Weight: 2 pounds
« Qifferent handsets used for cifferent bands
 GOTE provided eglipment
» G5 band specifie direction Einding
capability |

https://theintercept.com/document/2015/12/17/government-cellp...

Saluticvd § . &

Pratocols: G5V Ki‘md}
BOIP: 7y AW "
On-Hand: Y

| 1

Cost: $4,300.00 Jg@;

Approval: Ground Force Commander

ERFGEDFRC

JUGULAR 2

{Capabilities
=6 band GSM, CBMA and UMTS receiver capable
of detecting and measuring RSSI
= Uses gither internal antenna or external

anfenna

= Audible alert via Bluetooth or wired ear piece
» Channel scan feature stops at G5M TCH detect
s High and law gain selectable

Limitations & Planning Factors

sCOTS - releasable to conventionalforces
= Dense environments increase difficulty of
DF operations
« Utilized for close in DF operations; difficult
to identify targets from distance
e 2-4 hours of operation
| = Comes in Black, Green, Tan ar Gray

SECRET /f WOFGRN

Vendor: KeyW Corporation

Protocols: GSM 850, 900, 1800, 1500, 2100
4 CDMA 450 A-H, 850, 1700 & 1500

BOIP:

On-Hand:

Cost: $5500.00

Approval: Ground Force Commander

LEAL
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QUASIMODO

Capabilities
» G5M receiver capable of detecting and
measuring R55I
« 10 Band Radic Receiver
« £50, 900, 1800, 1200 and 2100 MHz capable
GSM, COMA, UMTS
» Rugged, sealed and water resistant

Limitations & Planning Factors Vendor: KeyW Corporation
| =Sunlight and NVG readable Protocols: GSM
+ Internal rachargeable battery, 4-6 hours BOIP:
= Bluetooth, wired or internal speaker On-Hand:
i Cost:

Approval: Ground Force Commander

o Ny 200G
SECRET /Y MOEORN DECLASSIFY ON: OF Fanuary 2034

50 von 55 19.12.2015 08:39



The Intercept

51 von 55

https://theintercept.com/document/2015/12/17/government-cellp...

HEATR

Capabilities
Description:
» Hostile Emitter Angle Tracker Revised is the primary
direction finding (DF) tool for . Locks onto HS locked
onte an interrogation device. Standard HEATR
systams are now with a Android powered remote for
covert operation. Remote allows the user to fully
control the HEATR unit and antenna while being
hiddan.

Limitations & Planning Factars
HEATR Eguipment Specifics:

| = COTS provided equipment |

= Mot recommended for release to nan-US forces

SECRET S MOFORN

* Weight: 8 pounds

= Detectien of signals with a wide signal
bandw/dth such a5 G5, UMTS, COMA, Paits or
Landmark

= Due to sensitivity, useTn conjunction with
Gjaller when entering buildings

* The systern will operate from an external power
source to extend tha operational time Indefinitely

Vendor: Syndetix, Inc.

Protocols: G5M, CDMA, Thuraya
Modified systems can include TTL and
PTT

Requires Multi-Protocol Antennas
BOIP:

On-Hand:

Cost: 548,000.00 (w/ antennas)

Approval: Title 10 s T i
DECLASESFY N 67 Faraaty 2031
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THORACIC

P

Capabilities
Description:
= Miniature, 8 band radio receiver able 1o detect and
measure the signal strength of any channel in the
uplink partions of common cellular communication
bands (GSM, UMTS, COMA & iDan],
=Tha radlo can be controllad via a bluetooth data link

to an applet eperating on select phone such as Mokia

MBS,
Limitations & Planning Factors
THORACIC Eguipment Specifics: Vendor: KeyW X
» COTS providad equipment Protocols: GSM, UMTS,CDMA and iDen
= |J5B chargahle Cost: 57,500.00 {w/ antennas)

= Dual gutput 12724 VDC automotive pwr adapter
= 3 x proni directional antennas

* 3 ¥ body worn patch antennas

= Wireless headset

= 2 sets of 3 antennas to cover GSM — COMA and
iDen

» Dimensions: 3.3" 1 22" x 0,87

s Weight: < 2 |bs

Approval: Title 10

SECRET /f NOFCRN

Battlefield Data Recovery/SSE

* Cyberhawk
« Cellbrite
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CYBERHAWK

Capabilities
Description: These BDR systems serves as a small
exploitation system for GSM handsets. Cyber Hawk
exploits over 79 cell phones; uses US made software
and components and presents a much smaller foot
print than CELLTECH. Exploitation includes
phonebook, names, 5MS, media files, text, deleted
SMS, calendar items and notes

- Limitations & Planaing facto Vendor: NSA-SIGDEV
BDR Equipment Specifics: Protocols:
= G5M only e Sk
* Takes 4-10 mins for download BOIP:
Cost:

= Saved and dialed numbers, missed calls, SMS
data, pictures, calendar, sound files all
consolidated into one report

Approval: Ground Force Commander
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SECRET J// NOFORN

CELLBRITE

Capabilities
Description: |s a portable, handheld, field proven forensic
system for the quick extraction and analysis of 95% cell
phones, smart phones and PDA devicas .
= Extracts information such as phonebook, pictures, video,
text messages, call logs, ESN/IMEL, and MSISON information
* Partable end-to-end solution - battery operated, easy-to-
use device that requires no PC or associated phone drivers
o Developed for field use - ruggedized housing offers
additional protection in harsh environments
* 5IM card extraction and S5IM 1D cloning

Limitations & Planning Factors

Vendor: TEEL/ CelleBrite USA Corp.

BDR Equipment Specifics: Protocols: GSM, CDMA and selected Thuraya
| * AC 100-240V 50/60Hz; Output DC 15V, 2A BOIP:

| * 217mm x 124mm x 77mm
. = Time required to complete data exchange
: depends on amount of data (approx 1-3

Cost: $9,920.00 [+ 5900/1 yr service support &
maintenance)

minutes) Approval: Ground Force Commander
DERIVED FROM;
DATED: Ol May 2006
SECRET ff NOFORMN CECLASSIEY OM: O7 fanuary J034
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